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poet- 

pHiLo^opHeR 

of tHe Net 


e'Sudom Review: Let’s start off with a poetical ques¬ 
tion, because George Gilder, we noticed, recently referred to you 
in Forbes ASAP as the poet-philosopher of the Internet. 

CeRf: I didn’t know that. 

eR That’s a very nice compliment, and it inspires us to ask: 
when you were creating TCP/IP as the groundwork of the Inter¬ 
net, about 22 years ago, what did you think you were doing? Did 
you realize that you were building a cathedral? Or did you think 
you were just doing masonry? 

CeRf: It’s interesting that you should ask this particular ques¬ 
tion, because I’m right in the middle of reading through the man¬ 
uscript of Katie Hafner’s book on the Internet, and there’s a won¬ 
derful quote from Paul Baran, who describes what he was think¬ 
ing when he was doing his own work about 10 years earlier, in 
’62. He points out that when you’re building a cathedral you can 
be easily persuaded that your piece of the cathedral is the most 
important part as you’re working on it—yet when you step back 
and see what’s going on, it’s clear to you that nearly everybody 
had a block here or a block there, and a corner someplace else, 
but that it adds up in the end to a cathedral. 

So really at the time that I was doing this work with Bob 
Kahn, my view of it was just trying to solve a very particular 
problem. There were successful demonstrations of the 
ARPANET—in fact the most successful public one had just 
taken place in October ’72. Bob Kahn had gone to ARPA and 
started working on packet radio and packet satellites, applications 
of the same packet switching idea in different media; and when 
he came out to Stanford in early ’73, he raised the problem of 


how to interconnect those various nets, and so I was completely 
and totally focused on this specific technical problem. The model 
I had of all this was not building a cathedral or building a gigan¬ 
tic global public service, but it was simply trying to find a way to 
let the military build different kinds of communications net¬ 
works that would serve computers in the field and allow all the 
various computers on the different networks to interwork with 
each other pretty much seamlessly. It was very much a technical 
focus and I didn’t really have any expectations—at the time any¬ 
way—that it would turn into what it has. In fact I expected that 
if it were commercialized at all—and I don’t think I was thinking 
about that in ’73—that it would be completely reimplemented. 
All we were doing was groundwork—research to understand how 
the technology would work. 

eR When did you decide that it was a cathedral? 

CeRf: Well, I didn’t wake up one morning and say, “Oh, my 
goodness, we built a cathedral.” For me anyway, the turning 
point started to come in the mid-eighties, believe it or not, and it 
was only after we started to see companies like Cisco Systems and 
Proteon and others start to make commercial products out of the 
routers—what we used to call gateways—that I began to realize 
that maybe we weren’t ever going to get a chance to redesign this 
thing: it was just going to turn into a system that would grow 
without a complete revision. So I don’t think I foresaw that the 
thing we had designed, and that built itself, would turn into what 
it is until about ’86, and I think even then it wasn’t very clear 
until about two or maybe four years later—about 1990. If you 
look at the growth curve of the Internet it starts to take off expo¬ 
nentially around 1988, although you don’t often see until later 
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that it is an exponential buildup. 

It turns out that Dan Lynch started this Interop Conference 
around ’86, and I went to the first one and gave a talk there. There 
were maybe 300 people there. Not a very big thing. But the next 
year it was 900 people and so that meant in 1987 we started to 
think, “Gee, you know, a lot of people are interested in this.” But 
even that didn’t really do it. The first time I stopped dead in my 
tracks and understood that we were on to something really big was 
around ’89, when Lynch’s Interop attracted something like 15,000 
people and had huge displays from all the various computer and 
router vendors. The growth curve went something like 300— 
900—5,000—15,000—and then some insane number like 
35,000. And there is no question in my mind that it was walking 
into one of the Interops at which there were 15,000 attendees that 
caused me to just stop dead and say, “Oh my God, this is real.” 

eic Other than the immense size and grandeur of the Internet, 
does anything else surprise you—or disappoint you? 

Cenf: You mean about this whole evolution? 

6Rj Yes. 


we almost always conclude that censorship is worse than the alter¬ 
native. And so I am disappointed with some of the predictable 
reactions to this kind of an infrastructure. In the long term I am 
optimistic because I think that, on an international scale, it is not 
something that you can legislate domestically. And I also believe 
that the utility will be so overwhelmingly essential over time that 
these kinds of constraints will ultimately have to be rethought. I 
don’t think that it is wrong to try to find ways of limiting access at 
the periphery. That is to say, if a parent wants to have software 
that somehow restricts the scope of action of the youngsters, that’s 
a reasonable objective, although I must say it is technically chal¬ 
lenging to effect. And I am also reminded by kids in their teens 
that this problem arises in all media and it has never stopped many 
of them from getting what they are interested in if they want to get 
it. So trying to find ways of a priori restricting content and access, I 
think, is not going to be 100 percent effective. But I certainly 
would hate to see the vast potential for this kind of technology 
stopped inadvertently by mistaken legislation. 

eR; What about purists of a different kind? There have been 
numerous old hands on the Internet who have been appalled at the 
commercialization of the Internet. 


denf: I guess the surprises come because the spread of the sys¬ 
tem has been so rapid in unexpected quarters. And so when I get 
e-mail from people who are in obscure places around the world say¬ 
ing, “Hi, I’m on the Net,” I’m always surprised. When I get 
e-mail from somebody in China and somebody in Australia and 
somebody in Africa, I’m always stunned. I say, “My God, it got 
there too?” When old friends that I haven’t seen—elementary 
school or junior high school classmates like one that just popped up 
a couple of weeks ago—I got an e-mail from a guy in Guam I was 
in junior high school with, saying, “Hi, I’m teaching at the Univer¬ 
sity of Guam and I’m on the Internet and how the heck are 
you?”—I always get blown away. Those are the kinds of suprises 
that are happening now, and of course the new applications that 
have come along, like Internet Multimedia and World Chat, are 
surprises just because I almost invariably underestimate the amount 
of human creativity there is out there, especially with millions of 
people trying things out. The disappointments come when I read 
things like the legislative efforts to restrict content on the Internet. 

eR; You mean such as pornography? 

CeRf: And it’s not that I am in favor of pornography. That’s 
not the issue. It is just that legislative tools are very often not very 
delicate instruments. They are great bludgeons, and they can inad¬ 
vertently have all kinds of terrible side effects that destroy the util¬ 
ity of the medium. We’ve had these arguments for a hundred, two 
hundred years. When we talk about censorship in a new medium, 


CeRf: I have never had that view. In fact I am probably coun¬ 
terculture in that regard, because I have always believed—even as 
far back as the 1980s—that the network technology could not 
spread and could not penetrate as far as I wanted to sec it go unless 
it became commercialized, because I believed that the system had 
to be economically self-sustaining. I didn’t think—and I don’t 
think—it is something the U.S. government could sustain and pay 
for out of tax dollars, because it has such huge scope. It has to have 
the same scope as the telephone network, maybe greater scope in a 
sense, because there are a lot more things that will be on the net¬ 
work than just telephones. There will be light bulbs on the net¬ 
work, for pete’s sake—the scope is so huge for it to realize its 
potential that it just has to be economically self-sustaining. 

So I welcome ways of turning this into a commercially sup¬ 
portable service. To the people who complain that somehow or 
other this means that the cost will go up and usefulness will go 
down, I would say that, to the contrary, competition will drive 
prices down—to say nothing of the fact that there is a certain 
economy of scale here and that the more systems and users there 
arc out there, the farther the cost will be spread across many vary¬ 
ing seivices. As a result the financial load will be lighter on every¬ 
one. 


eR What do you think is the current status of security on the 
Internet? In general, and also with regard to financial transactions. 


CeRf: 


Security in general varies dramatically across the net- 
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work. The most critical aspect is the security of the server 
machines. But those are not the responsibility of the network so 
much as they are responsibility of the people who operate the ser¬ 
vice systems—and you will find variations from very well-orga¬ 
nized, well-structured, well-protected machines to things that are 
just sitting there with their innards hanging out. And so my first 
disappointment is from people who say, “Well, the network should 
protect all of my computers.” And the answer is, “No, no, you 
don’t understand: the network can’t protect your computers com¬ 
pletely, and your computers will be open to invasion if you don’t 
configure them properly.” The network does have to protect itself, 
but separately from protecting the computers that are on the Net. 
The individual computers have to protect themselves. 

And also we have varying degrees of protection. I think opera¬ 
tors are becoming more and more aware of the need to secure the 
controls of the various parts of the Net. But just remember, there 
are 60,000 networks out there and doubling every year, so all of the 
operators have to come to the same conclusion—to carefully pro¬ 
tect the individual pieces of the Net that they operate. On the host 
side, well-configured operating systems are critical, and perhaps, in 
the longer term, end-to-end security and application-level security 
will carry us the rest of the way. 

To come back to your question about financial transactions, 
that’s how financial transactions are being protected today, on an 
end-to-end basis at the application level. And I think that—with 
the proper application of cryptography and the proper mainte¬ 
nance of key management discipline—you can protect the financial 
transactions quite well. The part that is difficult is that govern¬ 
ments—many governments, not just ours—restrict the export of 
high-grade cryptography, some of which is needed to protect these 
financial transactions. And there is a lot of policy debate over how 
to balance intelligence and law enforcement interests against the 
need for protection, not just for financial transactions but for busi¬ 
ness in general. 

6 R; Speaking of government—do you have any thoughts about 
the leadership of the two most prominent politicians in the area of 
information technology, Vice President Gore and Speaker Gin¬ 
grich? 

Cenf: Well, let’s see. First of all, I have been rather impressed 
by the Vice President’s awareness of technology and what it can do. 
Occasionally, I’ve sat in on hearings where he participated prior to 
his ascendancy as Vice President, when he was still Senator. It 
seemed to me he was often the best-prepared person in the room, 
including the experts who were testifying. I think that he senses a 
great deal of the potential of this kind of communications facility, 
and 1 think that contributed to President Clinton’s recent 
announcement in San Francisco regarding his objective to get every 
classroom in the country wired up on the Internet by the year 


2000. Now, whether that’s possible to do, you know, remains open 
to some debate, but industry is now being challenged to find a way 
to do that at some reasonable cost. So I think that we owe a lot to 
that kind of leadership. 

I don’t know the Speaker’s views quite so well. I know he is 
influenced by Toffler and some of the other Futurist community. 
He also seems to feel very positively about this kind of technology 
and its utility. And perhaps part of that comes from his back¬ 
ground as a historian, in the sense that communications is a way of 
contributing to people’s knowledge of what’s going on, of under¬ 
standing history. I think he appreciates the usefulness of the tech¬ 
nology, and I know the Republican Party seems to be moving 
pretty quickly to adopt use of the Internet as a tool for communi¬ 
cating with the constituents. This isn’t to say the Democrats aren’t 
doing the same thing, but it seems like the Republicans are a little 
better organized at it. I think the Speaker is a friend of this kind of 
technology. 

The only place where I am a little concerned is that Congress 
in general—the Republican-dominated Congress—has been less 
supportive of research funding from the government than I would 
like. There’s a bogus argument about application-level research, or 
applied research, that gets tossed into the unwarranted argument 
that, “Oh, you are picking winners and losers, you shouldn’t get 
involved in any kind of applied research.” I don’t buy that at all. I 
cite the ARPANET and the Internet as prime examples of the need 
to get all the way down to the point where you have a working sys¬ 
tem before you can reasonably expect indusrry to make the invest¬ 
ment to create products and services, especially if you are going 
into an area where you don’t know if there is a market and the 
technology is unproven. 

Industry, except for the small start-up, tends to be very reluc¬ 
tant to get into major investments if they don’t have a reasonably 
predictable payoff. And that of course is a terrible observation on 
the dominance of Wall Street thinking where quarterly profits are 
almost everything—except for craziness. The potential energy of 
companies like Netscape tends to drive the gold rush phenomenon 
on Wall Street for awhile, but then once you go public you can’t 
ride on the potential energy anymore—you have to suddenly start 
building quarterly profits. And you get these two different evalua¬ 
tion metrics. First comes the gold rush—“My God, this is the best 
thing since sliced bread!” But then after you are public, a different 
bunch of bean counters shows up saying, “Tell me what your share 
is going to be a year from now.” So Wall Street is a fickle friend in 
this business. 

eR Well, how do you think that specific gold rush will play 
out? 

denf: Well, if you remember your history of gold rushes, it is 
often the case that the people who made their money in the gold 
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rush weren’t the guys that were panning for gold, it was the guys 
that were selling the pans and the mules and the food and the tents 
and the shovels. So looking at it from the standpoint of an impor¬ 
tant Internet service provider, with my MCI hat on, I believe that 
the fellows in the communications companies stand to make a 
great deal out of the growth of the Internet, not because of a crazy 
gold rush phenomenon like you see in Wall Street, but because 
ultimately people are going to be relying on this on a day-to-day 
basis. 

eiu Let’s talk a little now about content. Do you see the Inter¬ 
net as currently content rich? 

denf: It seems to me very clear that the Internet as a medium 
is potentially capable of absorbing telephone, radio and television 
functionality as time goes on and it gets bigger and it gets faster 
and the switches can carry more traffic. Technically I believe there 
could be a convergence of that sort. But let’s set that aside for a 
moment and talk about content as such. A lot of people think 
mostly in terms of content on the World Wide Web or reachable 
through the World Wide Web. That is certainly an important part 
but by no means the only content that is on the system. There are 
millions of computers out there, some of which could be available 
for supplying computer services quite independent of gathering 
information. And there are of course files sitting out there in 
archives containing software and everything else that can be dis¬ 
tributed. So I just want to be careful not to limit our thinking 
about content to facilities or capabilities to things like World Wide 
Web. The chat rooms and the news rooms and all these other 
capabilities are a part of the whole fabric of the Internet, to say 
nothing of an avalanche of e-mail. 

But to come back to the principal window by which people 
see the content, mainly the Web, it really is quite fascinating. It is 
far less organized than a carefully constructed set of volumes like 
the Encyclopaedia Britannica. In fact I was reflecting on that this 
morning because I had to go down and read about the early his¬ 
tory of the telegraph, and I thought for a moment to try an experi¬ 
ment, which is to go read the Encyclopaedia Britannica renditions, 
which are quite lively in the telecommunications section of the EB. 
It goes all the way back to the 1700s. And I thought, well, I won¬ 
der what would happen if I typed “telegraph” to a Web searcher 
and see what would pop up. My guess was that it would be a lot 
less well-organized, and of course that guess was correct. 

But let’s go on in that vein. I was in Fort Lauderdale at a 
Conference called TelEd95, and there were a couple of thousand 
teachers there, and one of the things we talked about was the fact 
that there was an enormous amount of content on the Internet but 
that it was not organized, not validated necessarily, and not edited. 
A lot of it had inaccuracies. Some of it was extraordinarily good 


and well-organized, but some of it was very poorly organized and 
not corroborated. And we talked about that for awhile and realized 
that one of the things that this forces us to do—in addition to 
solving the routine but difficult problem organizing material like a 
librarian has to do in a library—is to teach students critical think¬ 
ing. Students will be confronted with such a mixture of material 
out there that they cannot and should not assume that anything 
they get off the Net is necessarily correct, without doing additional 
work to verify that. And we need to be sure that they understand 
that very important skill of critical evaluation. 

And of course the Net is not the only source of information 
that will confront them. Television, radio, books, magazines and 
the like are all sources of information and they all require critical 
analysis. If, as a result of being confronted with this mixture of 
uneven content on the Net, we wind up cranking out people who 
think more about what they read and hear and see, we will have 
very generally benefited our culture and others around the world. 

eiu Who do you see doing that? 

denf: Well, actually I think the same scenarios that have 
worked in the other media will almost certainly work here. Think 
about television, film, radio; think publishing, recordings, CD- 
ROM and so on—these are all ways of conveying information to 
consumers, and what we do is to look for high-quality content. 
How are you going to identify high-quality content? Well, some¬ 
times it comes because we trust the source of the information. 
When I pick up the Wall Street Journal, I make an assumption that 
the editors, understanding what my information needs and inter¬ 
ests are, will provide me with some useful and reasonably accurate 
data. Of course newspaper deadlines all contribute to the erosion 
of accuracy, but nonetheless 1 think I have a higher likelihood of 
reading something useful about the business world in the Wall 
Street Journal than I do in some tabloid. We find publishers of 
information establishing reputations as to the quality of the con¬ 
tent. We are more likely to find accuracy in Science magazine, for 
example, than in, say, Discover. And I don’t mean to impugn the 
guys at Discover. I just think that Science magazine is trying to pro¬ 
duce sciendficallly reproducible content,while Discover is probably 
a little bit more likely to focus on something that is scientifically 
titillating. So I think we will find the same thing happening in the 
Internet. We will find organizations or individuals who act as 
sources of—or editors of—content, and we will learn to trust 
them. 

Now you might raise the technical question; How do I know 
this isn’t a spoof? How do I know somebody didn’t just claim this 
came from Science magazine online? And probably the answer to 
that will tend to come, in extreme cases, by way of digital signa¬ 
tures and things of that sort. It’s somewhat like putting the Scien- 
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tific American logo onto something, so that if someone produces a 
fake copy of the magazine. Scientific American will discover it and 
raise hell. 

So it’s just like television: you arc likely to select commenta¬ 
tors whose biases you believe arc more accurate and more suited to 
your needs. You listen to certain radio programs; you might listen 
to NPR, for example, because you think it chooses information 
that is more accurate and more relevant to you than some other 
radio stations. Well, surely the same mechanisms that have worked 
in the other media will tend to work for the Internet. 

Of course, the thing that’s different about the Internet is that 
it is far easier for an individual voice to be heard than m any oilier 
medium we’ve ever had before, because it mixes together the mass 
distribution capability' and individual private communications and 
everything in-between, and as a result we will base a larger diver¬ 
sity of information to choose from. And perhaps in that sense we 
will have more opportunity to take advantage of the deep thinking 
of individuals that we have normally never heard from, f he down¬ 
side is that we will also be subjected to more nut material than we 
ever had to deal with before-. 

eH: Do you see a convergence of the communications tech¬ 
nologies? Do you see television being looked at on the same box 
that wc are using for computers? 

deRf: Well, I actually have some mixed feelings about this. I 
don’t exactly mean to reject the idea of convergence, but I am very 
skeptical of the apocalyptic view that people develop any time a 
new technology conies along—the view that the new technology 
will replace everything else. That’s just not very common. I think 
what typically happens is that new technologies find niches where 
they are extremely effective; and the others, if they are at all useful, 
tend to survive anyhow—which is why we still have books and 
magazines and newspapers and television and radio and pre¬ 
recorded cassettes and so on and so forth. Granted, we don’t have 
long-playing records so much anymore, because we have CDs, and 
that over time has really been a major replacement; but that’s the 
exception to the general rule. 

In the case of television, I think that the typical laptop or 
desktop will absolutely be able to deliver video to you and vou may 
choose to use that medium; for example, in the middle of every¬ 
thing else, you might pull up the news report. You may actually 
search the network for certain kinds of content and have it deliv¬ 
er'd as video. However, I imagine that most of those desktop and 
laptop displays will not really be very satisfying, if what you want is 
entertainment. So you may very well turn to a much larger system 
ot projection—CRT or flat panel or what-have-you—as a medium 
by which you enjoy some entertainment, 1 think it is not very 
likely that you will wind up using that big projection television set 


as a workstation. Some MIT studies suggest that there is quite a 
big difference between the aspect ratios that you expect in a work¬ 
station compared io what you expect if you are ten icct away iron: 
a large projection unit. So I think you may find some drifting or 
crossing of the lines, so that vou get some information access on a 
large projection television, with low resolution, iarge font, big but¬ 
tons, and so forth—as opposed to reading and writing reports and 
pulling up high-resolution content. 

en. What timeline do you see for that? Ten years from now? 
Twenty? "Thirty? 

CeRf: Well, 1 don't have enough knowledge of the display 
technology to know what to say here. 1 can tell you that 1 do 
believe that the flat panel technology concepts will ultimately 
dominate even in the large screen format. In fact, I saw a small 
example of this recently: Fortune magazine did a seminar for about 
50 CEOs and they set up about 50 workstations all connected to 
the Internet. And rather than use the large CRT displays, which 
were big 17-inch affairs, they used very nice flat panel displays, 
that took up a lot less room, generated less heat, and probably alle¬ 
viated anyone’s immediate worries about being CRT-irradiated 
and all that stuff. So I suspect that we will see large-screen high- 
resolution units in 10 or 20 years or even sooner. But what I'm not 
so sure about is whether it will be comfortable to use that kind of 
unit for text composition and e-mail reading—sitting in an easy 
chair or something like that 10 or 1 2 feet away. 

Also there is a question of privacy. It is a little hit like whether 
to use the speaker phone or not, and people who use IT telephony 
with laptops that have speakers and microphones quickly realize 
that that’s like being on speaker phone and is not very private. Of 
course, if you really wanted to use ii as a telephone, there are cases 
where you might like to have a handset or a headset or something 
which is a little less of a broadcast unit. 

Also, 1 have to argue that if the large entertainment set is 
expensive, as 1 expect it will be, you are going tti find, its use domi¬ 
nated bv multiple simultaneous users—in other words, people who 
arc enjoying a common entertainment experience or who .nr a: 
Nintendo controls and are playing some kind of competitive game. 
It is less likely that such an expensive unit is going to he dcdicaicd 
to the use of one person to do a particular task, ho suppose Johnny 
wants to use it to do his homework and Dad wants to watch the 
six o’clock news and Mom needs it to do some reference work, 
what are you going to do—have everybody fighting each other 
over the 16-foot display in the entertainment room? No, of course 
not. You will have flat panel or other workstation displays scattered 
around the house for dedicated use by an dividual, ho 1 think that 
to expect that one system will be used lot everything is nonsense, 
because that’s just not practical. 02 


Part II of this interview with Vint Cerf will appear in the next issue. 
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